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1
AIRLINE COCKPIT SECURITY SYSTEM

BACKGROUND OF THE INVENTION

1. Technical Field

This invention relates generally to vehicle security. It also
relates more specifically to methods and apparatus for
preventing hijackers and thieves from gaining control of an
airliner or other vehicle and methods and apparatus for
responding to attempts by hijackers to obtain control of an
airliner or other vehicle.

2. Background

The recent attacks on the World Trade Center, the
Pentagon, and Flight 93 have heightened interest in airline
security against hijacking. In particular, the realization that
commercial airlines can be easily hijacked and used as
weapons of war has focused the nation’s attention on airline
security issues. The novel feature of the events of Sep. 11,
2001 was that the hijackers did not attempt to influence the
pilots to change course. Instead, the hijackers took the
controls for their own purposes. This “control hijacking” is
a new phenomena for aircraft hijacking and innovative
methods are required to defend against it.

The American people have already made great strides in
combating the control hijacking problem. The passengers of
Flight 93 demonstrated the solution of attacking the hijack-
ers to deny them control of the aircraft. Since that event, one
attempted cockpit intrusion and one bus hijacking have met
with a similar response from American passengers. It is
unfortunate that all of the passengers of Flight 93 died
demonstrating their solution. Better security systems are
needed to bring passengers safely home from such conflicts.

Vehicle security systems of different types are known.
Each is focused on either disabling the motive power of the
vehicle or limited to broadcasting vehicle location and
security information. Disabling the motive power of the
vehicle is inappropriate for winged aircraft in flight. Broad-
casting the vehicle’s location is useful for aircraft emergen-
cies but, when used alone as a response to a control
hijacking, it provides only the grim protection of making the
plane easy for Air Force jets to find. The art lacks a vehicle
security system which safely disables a hijacker’s or thief’s
ability to control a aircraft.

SUMMARY OF THE INVENTION

The present invention is directed to preventing a hijacker
from gaining sufficient flight control of an airliner to use it
to do harm. One embodiment of the invention detects when
the pilot is seated and verifies the authorization of the pilot
at the controls. If the expected person is not seated at the
controls, a processor executes a hijacking response that
includes locking out the flight controls, uninterruptibly and
autonomously communicating events on-board the aircraft
to ground controllers and others, and uninterruptibly and
autonomously navigating the aircraft to a safe landing
without control inputs from the cockpit. Sensors and pro-
cessors also detect when a pilot’s seat is empty and inter-
rogate the station for authorization for the seat to be empty.
Only the pilot authorized to use that station can provide the
empty-seat authorization. If an empty-seat authorization is
not received, embodiments of the invention execute a
hijacking response. Embodiments of the invention also
provide more generally for verifying the identity of a person
seeking access to any part of an airliner and for locking out
control access, sounding alarms, and making safe the system
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when unauthorized access is attempted or an unauthorized
absence is detected. Other embodiments of the invention
relate to securing access to any type of propelled, control-
lable vehicle, especially those navigated by computer
(airliners, cargo ships, trains, spacecraft, elevators, without
limitation) by verifying the identity of the operator, locking
out the controls if an authorized operator is not present,
sounding alarms to those who respond to a control hijacking,
and autonomously navigating the vehicle to safety. Embodi-
ments of the invention address control hijacking of aircraft
in flight and control hijacking while the plane is on the
ground, as well as control hijacking of other vehicles.

Embodiments of the present invention also to increase the
confidence of airline passengers in the safety of flying by
providing an apparatus that makes commercial airliners
unattractive targets for control hijacking by preventing the
use of airliners to do harm. Additionally, use of an embodi-
ment of the invention makes a safe landing of the aircraft
likely even if the flight crew is dead or taken prisoner and
also enhances passenger safety even for non-hijacking emer-
gencies such as impacts with birds, collisions with general
aviation aircraft, and the like.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other features and advantages of the
invention will be apparent from the following more particu-
lar description of specific embodiments of the invention, as
illustrated in the accompanying drawings, wherein:

FIG. 1 is a functional block diagram of the elements of an
embodiment of the present invention showing representative
relationships between the elements;

FIG. 2 is a diagram of illustrative physical elements of an
embodiment of the present invention for an aircraft showing
representative relationships between the elements;

FIG. 3 is a logic flow diagram showing an example of one
method of implementing the embodiment;

FIG. 4 is a diagram of the communications relationships
between a hijacked aircraft and external entities; and

FIG. 5A is a diagram of portion of an exemplary unin-
terruptible autonomous communicators.

FIG. 5B is a diagram of an additional portion of an
exemplary uninterruptible autonomous communicator.

FIG. 5C is a diagram of another additional portion of an
exemplary uninterruptible autonomous communicator.

FIG. 6 is a diagram of illustrative physical elements of an
embodiment of the present invention for an automobile
showing representative relationships between the element;

FIG. 7 is a diagram of illustrative physical elements of an
embodiment of the present invention for aircraft doors.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

Large modern airliners use predominantly fly-by-wire
control systems with some hydraulic controls. Fly-by-wire
systems, as known in the art, use electrical signals to operate
aerodynamic flight control surfaces of the aircraft and other
vehicle control mechanisms. Two advantages of fly-by-wire
systems are computer processing of the control inputs and
compatibility with programmable electronic autopilots.
Computer processing of the control inputs allows for com-
puter compensation for the flight regime (air speed, atmo-
spheric temperature and pressure, flap position, and the like)
to optimize the flight control of the aircraft. Computer
compensation may prevent disastrous combinations of flight
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control inputs from being implemented. Fly-by-wire sys-
tems are compatible with electronic autopilots in that the
autopilot computer’s output can be easily converted to flight
control signals, thereby allowing the computer to fly the
plane. The flight control input devices for a fly-by-wire
aircraft produce electrical signals proportional to the pilot’s
manual movement of the flight control input devices. Those
electrical signals are processed to translate the signals into
flight actuator input electrical signals which are then sent by
electrical wire to the flight actuators. The flight actuators
move the aerodynamic flight control surfaces and engine
controls in response to the flight actuator input electrical
signals in order to fly the aircraft according to the pilot’s
flight control input device manipulations.

For a majority of the time for a flight, large commercial
airliners are flown not by direct pilot manipulation of
traditional flight control input devices, but by computerized
autopilot. Within reach of the seated pilot is a computer
terminal for making inputs into the flight data management
system (FDMS). The FDMS is the human interface to a
computerized autopilot normally used to fly the aircraft. The
FDMS allows the pilot to press keyboard keys to enter flight
planning data to create a flight plan. The flight plan is
executed by the autopilot at the pilot’s initiation. For prop-
erly equipped aircraft, the autopilot can also land the aircraft
at airports equipped for instrument landing system (ILS)
approaches. Normally, the pilot can override the autopilot by
executing an established procedure. The FDMS and other
devices for programming autopilots are modern flight con-
trol input devices.

FIG. 1 is a block diagram of a particular embodiment of
the vehicle security system 1000. The vehicle is a propelled,
controllable vehicle having a station comprising the vehicle
control input devices and a place for the operator to occupy.
The place for the operator to occupy is viewed by a person
sensor 1100, which detects the absence or presence of a
person and also detects changes in the occupancy state of the
place for the operator to occupy. The person sensor 1100 can
be any type of sensor that can determine either the presence
or the absence of a person in the place to occupy and changes
in the input. For example, the person sensor 1100 may also
be a suite of person sensors 1100 and logic to fuse their data
into a conclusion regarding the presence or absence of a
person in the place to occupy. Upon determining that a
change of occupancy state has occurred, the person sensor
1100 activates the timer 1110 and the interrogator 1120. The
timer 1110 begins counting a predetermined time and the
interrogator 1120 signals any person within the station to
enter authorization data. The data is entered by the person
through the person identification input device 1130. The type
of device 1130 used will depend on the type of data used for
authorization. If the person enters the correct authorization
data before the timer 1110 counts to the predetermined time,
then the vehicle security system 1000 is reset and vehicle
operations continue normally. If the authorization data input
is not made before the timer 1110 counts to a predetermined
time, then the vehicle security system 1000 executes a hijack
response. The hijack response includes the station securer
1150 initiating the control isolator 1170 to lock out all of the
vehicle control input devices at the station that failed autho-
rization. Locking out the vehicle control input devices
means preventing any of the vehicle control input devices
from influencing the operation of the vehicle. Depending on
the vehicle, this may include, for example, mechanical
locks, electrical switches, optical decoupling, or hydraulic
valve activation. The station securer 1150 may also execute
uninterruptible autonomous communication 1160. The unin-
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terruptible autonomous communicator 1160 automatically
and, in some embodiments, continuously communicates
with persons outside the vehicle in ways that cannot be
interrupted by persons inside the vehicle. The data commu-
nicated informs persons outside the vehicle that the autho-
rization code has not been properly entered, and may pro-
vide them with information upon which to formulate a
response. If the vehicle has multiple stations for operators,
the vehicle is operated from a station that is not secured. If
all the stations on a vehicle are locked out, including the case
where there is only one station, then the vehicle securer 1180
executes the uninterruptible autonomous navigator 1190 and
adds data to that communicated by the uninterruptible
autonomous communicator 1160. Uninterruptible autono-
mous navigation 1190 automatically operates the vehicle in
ways that cannot be interrupted by persons inside the
vehicle. The uninterruptible autonomous navigator 1190
operates the vehicle to a achieve a safe condition for those
inside the vehicle.

FIG. 2 is a diagram of a particular embodiment of the
vehicle security system 1000 in which the vehicle is an
aircraft. The following discussion refers to both FIG. 1 and
FIG. 2. In this embodiment, the station is an aircraft cockpit
101, the operator is a pilot, and the place for the operator to
occupy is the pilot’s seat 103. The vehicle controls are flight
control input devices 110 (throttles and yoke), 113 (autopilot
control interface), and 114 (rudder pedals). Less than all of
the flight control input devices 110, 113, and 114 normally
found on an aircraft are notionally illustrated in the diagram
of FIG. 1. It should be understood that those flight control
input devices 110, 113, and 114 shown and discussed are
representational of the entire set of flight control devices and
other vehicle control devices (for example, landing gear)
contained in the cockpit. Some elements of the vehicle
security system 100 are deployed in the cockpit 101 and
some may be deployed in instrument bay 102. Cockpit 101
contains the pilot’s seat 103 which is equipped with a seat
belt 104.

Cockpit 101 and pilot’s seat 103 may contain person
sensors. One embodiment of a person sensor comprises a
seatbelt interlock 106 to detect if the seat belt 104 is fastened
or unfastened. The seatbelt interlock 106 includes a switch,
integrated at least partially into the seatbelt buckle, which
changes state depending upon the state of the buckle as
fastened or unfastened. In variants of this embodiment, the
seatbelt interlock 106 may be electro-mechanical, electro-
optical, magnetic, or even fluidic. A change in the state of the
seatbelt interlock 106 is read as a change in the occupancy
state of the pilot’s seat 103 requiring entry of authorization
data. The seatbelt interlock 106 may also be combined with
seatbelt web circuits 107 to detect if the seatbelt 104 has
been severed. The seatbelt web circuits 107 of the present
embodiment are electrical conductors which are woven
along the entire length of each piece of seatbelt 104 and back
again to form a loop in each discrete piece of seatbelt 104.
A small current normally runs through this electrically
conductive loop. Each loop is connected to a detector which
changes state if the loop circuit opens. If the seatbelt 104 is
severed, the detector detects an absence of the electrical
current resulting from an open circuit. That detection is read
as a change in the occupancy state of the pilot’s seat 103
requiring entry of authorization data. In variants of the
present embodiment, the web circuits 107 may alternatively
be fiber optic or fluidic. In other variants of the present
embodiment, the web circuits 107 may comprise multiple
circuits in each discrete piece of webbing making up the
seatbelt 104. The multiple web circuits 107 may be of
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different types. In another embodiment of the web circuits
107, the current or other energy flowing through the web
circuits 107 is modulated to make tampering more difficult.
In that embodiment, the detector compares the loop input
modulation with the loop output modulation to determine if
the signal being returned is the same as the one sent. If the
input and output modulation are significantly different, a
change in the occupancy state of the pilot’s seat 103 is
signaled by the detector.

Another embodiment of the person sensor 1100 is a pilot
mass sensor 108 used to determine whether or not someone
is seated in the pilot’s seat. The mass sensor 108 is more
reliable in determining the absence of a person than the
presence of one. When gravity acts on the mass of a seated
person, a force is exerted against the pilot’s seat 103. This
force may be used to close or open one or more switches in
the pilot’s seat 103, thereby accomplishing a pilot mass
sensor 108. The absence of mass in the pilot’s seat 103 is a
good indication that the pilot is not in the pilot’s seat 103.
However, the presence of mass in the pilot’s seat 103 is not
as good an indicator of the pilot’s presence, as the mass
could be luggage, books, or other forms of non-pilots. Pilot
mass sensors 108 may also be susceptible to error caused by
aircraft accelerations. Therefore, in some embodiments, the
mass sensor output is compensated for vehicle acceleration.
As with other person sensors 1100, variants of the present
embodiment may include pilot mass sensors 108 of different
types. For example, electrical, electro mechanical,
electrooptical, or fluidic sensors may be used. Other variants
of the present embodiment of a pilot mass sensor 108 may
use multiple mass sensors 108, permissibly of different types
in the same embodiment, along with sensor data fusion to
accomplish a pilot mass sensor 108.

Another embodiment of the person sensor is an electro-
magnetic energy person sensor 109 for detecting whether or
not a person is seated in the pilot’s seat. For example, the
electromagnetic energy person sensor may be a staring
infrared sensor. Those skilled in the art will recognize that
other staring and scanning sensors of electromagnetic sig-
natures emitted or reflected by living persons will serve the
purpose of electromagnetic energy person sensor 109. The
placement of the electromagnetic sensor 109 in FIG. 1 is
merely notional. The actual placement will depend on the
sensor and the arrangement of the cockpit. For example, an
electromagnetic energy sensor that is a brain-wave detector
might be placed in the headrest 112 of pilot’s seat 103, the
pilot’s headset (not shown), or independently attached to the
pilot’s head (not shown). For a more complex example, a
video camera together with an image processor may be
configured as an electromagnetic energy person sensor 109.

Variations to the present embodiment of the invention
may use more than one person sensor 1100 at a time, with
a logic circuit responsive to a plurality of person sensors
1100 for determining the occupancy state of the pilot’s seat
103. The output of each person sensor 1100 or suite of
person sensors 1100 has at least two states. A first state
indicates that no person is present and a second state
indicates that a person is present. In particular embodiments,
the outputs of person sensors may be recorded.

The person sensors 106—109, individually or in concert,
detect the presence or the absence of a person in the pilot’s
seat 103. The person sensor 1100 output is communicated to
the person identification verifier 1140. Whenever the occu-
pancy status of the pilot’s seat 103 changes, authorization is
required. Thus, in one embodiment of the invention, if the
pilot leaves his seat 103, he may be required to enter
authorization data into the person identification verifier input
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device 111 or 115 (1130 in FIG. 1) to let the vehicle security
system 1000 know that his absence is authorized. Likewise,
when the pilot sits back down again, he may be required to
enter an authorization code to indicate to the, vehicle secu-
rity system 1000 that his presence is authorized.

In an embodiment of the invention, when the person
sensors 106-109 (1100 in FIG. 1) detect a change in the
occupancy state of the pilot’s seat 103, detection of a state
change starts a timer 1110. The timer 1110 gives the pilot an
interval to enter the pilot’s authorization data before the
vehicle security system 1000 executes a hijacking response.
The timer 1110 runs for a predetermined interval and, if no
valid authorization data is received, the flight control input
devices 110, 113, 114 for that pilot’s seat 103 are locked out.
In this embodiment, the predetermined time allows for the
authorization data to be entered twice, to allow for human
error.

In most embodiments of the invention, flight control input
devices 110, 113, and 114 and the person identification
verifier input devices 111 and 115 are within reach of a pilot
in the pilot’s seat 103. The flight control input devices 110,
113, and 114 are electronically connected to boxes in the
equipment bay 102 as illustrated by example electronically
coupled by connection 116 between rudder pedals 114 and
flight control electronics 201 box and by connection 117
from the programmable autopilot input device 113 to cockpit
security control electronics 203 box and then to the autopilot
202. Flight control electronics 201 box symbolically repre-
sents the circuitry that translates the flight control input
device 110, 113, and 114 outputs into aerodynamic flight
control actuator 205 inputs. Those skilled in the art will
realize that this circuitry may be distributed and may be
co-located with or intrinsic to each flight control input
device 110, 113, and 114. The output of the flight control
electronics 201 electronically couples by connection 122 to
the cockpit security control electronics 203 as notionally
illustrated by the box labeled 203. The cockpit security
control electronics 203 also receive inputs from the autopilot
202 by conduit 120. These inputs are destined for flight
control actuators 205 to cause movement of aerodynamic
flight control surfaces and to other actuators for other
aircraft functions. Signals from the programmable autopilot
input device 113 are conducted by conduit 117 through the
cockpit security control electronics 203 to the autopilot 202
so that inputs to the autopilot 202 from inside the cockpit
101 can be interrupted by the cockpit security control
electronics 203. The electronic signals may be digital or
analog and the connections may be electrical or fiber optic.

The cockpit security control electronics 203 select the
electronic signals originating from the flight control elec-
tronics 201 or the output from autopilot 202. Those skilled
in the art will appreciate that this selection function may be
located within the autopilot 202 or may be otherwise located
or distributed. During normal flight, the decision as to which
source of flight control signals to use is at the discretion of
the authorized pilot. After a change of the occupancy state
of a pilot’s seat 103 has been detected, the decision as to the
source of flight control may be made by the vehicle security
system 1000.

The person identification verifier 1140, which may be
physically embodied within the cockpit security control
electronics 203, determines the authorization of the change
of state of occupancy of the pilot’s seat 103 based on inputs
from person sensors 1100 (106-109 in FIG. 1), the person
identification verifier input devices 1130 (111 and 115 in
FIG. 1), and a timing circuit 1110. In FIG. 1, the input from
the person sensors 106—109 is represented by example by





















