US006650561B2
a» United States Patent (10) Patent No.:  US 6,650,561 B2
Batson et al. 5) Date of Patent: Nov. 18, 2003
(54) HIGH RELIABILITY CONTENT- 5,034,919 A 7/1991 Sasai et al. .....cocvveeennnens 365/49
ADDRESSABLE MEMORY USING SHADOW 5,568,434 A 10/1996 JeON ...ccoovevirieeerinnnnne 365/201
CONTENT-ADDRESSABLE MEMORY 5,574,883 A * 11/1996 Freeman ..................... 711/119
5,717,885 A * 2/1998 Kumar et al. ............... 711/207
. : 114 . 5,812,469 A 9/1998 Nadeau-Dostie et al. ... 365/201
(75) Inventors: Kevin A. Batson, Williston, VT (US); 501283 A 6/1999 Liu et al. covee........ 365/185.01
Geordie M. Braceras, Essex Junction, 5018047 A 6 .
. ,918, /1999 Leavitt et al. .............. 395/652
VT (US); Robert E. Busch, Essex 6.046.946 A 4/2000 Nadeau-Dostic et al. ... 365/201
Junction, VT (US); Gary S. Koch, 6,175,514 BL * 1/2001 Henderson et al. ........... 365/49
Jeffersonville, VT (US) 6,362,993 B1 * 3/2002 Henderson et al. ........... 365/49
6,373,739 Bl * 4/2002 Lien et al. ....ccocovovurnrnn. 365/49
(73) Assignee: International Business Machines
Corporation, Armonk, NY (US) * cited by examiner

(*) Notice: Subject to any disclaimer, the term of this Primary Examiner—Anh Phung
patent is extended or adjusted under 35 (74) Attorney, Agent, or Firm—Schmeiser, Olsen & Watts;

U.S.C. 154(b) by 27 days. Steven Capella
(21)  Appl. No.: 10/059,863 7 ABSTRACT
(22) Filed: Jan. 30, 2002 A high-reliability content-addressable memory using a
’ ’ shadow content-addressable memory (CAM) array in par-
(65) Prior Publication Data allel with a primary CAM array to increase the reliability of

CAM searches. The reliability of CAM searches has been

US 2003/0142525 Al Jul. 31, 2003 less than desired because of random environmental influ-

(51) Int. CL7 oo G11C 15/00 ences that corrupt data. The shadow CAM is written, read,
52) US.CL ... 365/49 and searched in parallel with the primary CAM. The search
(52) / P primary

: results from the parallel searches are compared and, if
(58) Field of Search ..................... 365/49, 154, 189.07, p p

365/189.08; 711/108 identical, are declared valid. If the search results are not
equal, corrective action is initiated. The high-reliability
(56) References Cited content-addressable memory may be used with or without

priority encoders.
U.S. PATENT DOCUMENTS

3,789,207 A 1/1974 Batlow ........cccveeeneenn. 235/153 18 Claims, 4 Drawing Sheets
100 ‘\ T
| — 102 L —103 . i
. Input Comparand Store data C'X&V'deda peraw
‘ into CAMs in CAMs a'EATw shadow

J .
i —l : 105

106
104~ Search Primary Search Shadow [
CAM CAM
114 ~N
— /" Report Valid ™, :
Priority Encoding Result  / Priority Encoding
of physical e s of physical
address into YES address into
L logical address logical address

110'/ \ 112

Determine if Logical
Addresses are Identical?

NO 118
v

Take Corrective Action




US 6,650,561 B2

l Old

[43°
/

UoHOY SAIJORLI0Y axe

7'y
8L \ ON

leonuap| ae sassalppy
jeaibo i sulue}aQg

\O:

N 101

M ssalppe |edifo| ssalppe |eaibo)
—_ OJul ssalppe S3dA ojul ssalppe
- ledisAyd jo PR - [eoisAyd 4o
2 Buipoouz Ajlold / Jnsay y Buipoou3 Aoud
75 : \_PneA podey
. 147
o
=
Q AWVD o WvO
o mopeyg yoieeg ewld yoseag
~ 901 —
>
=]
“ GolL
WvYD
SNV Wl . SINVYD ol
Mopeuys e pue Wy Bjep aI01s pueliedwo?) ndu|

Arewud e apinoig

U.S. Patent

€0l —

¢0l —

v/cor



¢ 9Ol

US 6,650,561 B2

cie \/ﬁ 1Insay pileA Hoday v
A

yic

SOA

£90Inos

ON

Blep pajsnl) aneH
éleonuap) sayoleas
yloq wouy synsal
yo.ueas ay) asedwo)

SOA
- v
= yoleas pajie} sayoJess Aq pauinal uoRedo| 80z
~ 9y} Wolj SSaIppe auo )ses| yoea ul aq 0} papuajul elep ay)
2 18 SNVD U10Q Ul plleAul Se YJep 20IN0S PBJSNI} 8Y) WOJ SjUMaY
D
=
s EN\ SN\
sAelle
e NVD ylog ul pueledwo?
S B 10} yoJess e uliojad
29 \ A
o a0¢
o
2 Aese NVYD
Z.

U.S. Patent

151 BY) Ul EJEp By} Yym [o|jesed
ul uspum ejep Buiuiejuod
Kelle \yD mopeys e spinold

H

ejep bBuluiejuoo
20z \\ Aeue pyo Aewud e apiaold

voc |\




US 6,650,561 B2

Sheet 3 of 4

Nov. 18, 2003

U.S. Patent

€

oce
/

Old

%:mwm_ PlIEA “._.Dn_._.Dva

A ave
uonewLIoju| yojey

1423

»<_AINo119 uosuedwon) <

\) 8¢¢

gle
(42 / uonewuoyu| yoyewsiy —— 7€ 0Le
v -
lapooug Ajuoud 8Le —1 o607 uonosLo) Japoou3 Ajuoud
9¢e _rFIIi!F \\\\\\\\\\\ 0
N ! 90In0S ejeQ m vee—
-« oM # SIM——>]
Rely ey
VD Mopeys pesd I pesd WD Arewiid
JuIS ejeq
2 — 90¢ | b0g
yosess yoseag
m puesedwo?d :} NdNI u N 00¢
coe —



US 6,650,561 B2

Sheet 4 of 4

Nov. 18, 2003

U.S. Patent

{Unsy plleA :LNdLNO )

¥ ©ld

Yyoyen

iy

.~ Agnaig B
T\ uosuedwon
i13%
oLy 121 4
~ yojewsIy /
¥
21607 uondaLI09
. 8L¥ A
\ } AN
| Y 1
ajqeu] ejeq ! »  9jqeud eeq
S)H om|
e~ [ _—oer 0S¥ 8ZF — 44
¢SUH
1epoou3 Aond leubis ¥H OML:}NoID leubis yH 1apoouz Auoud
A
9z | SIH OM] JON 09 vey —
Aewy @ BITES) YOl PIIEA Aeiry
IH aU ) .
VO MOpeUS #H 8U0 o 21607 SHHON= o\ 1NdL1NO Wy Alewg
\ 1 N Y0¥
o0y yoleag yoless
Novf&_”\ puesedwo?d ;1 NdNI
. 00¥




US 6,650,561 B2

1

HIGH RELIABILITY CONTENT-
ADDRESSABLE MEMORY USING SHADOW
CONTENT-ADDRESSABLE MEMORY

BACKGROUND OF THE INVENTION

1. Technical Field

This invention relates generally to methods for improving
the reliability of content-addressable memory (CAM) using
shadow CAM. It also relates more specifically to improving
the reliability of high-speed telecommunications switching
systems, routers, and databases. Reliability is improved by
providing a second array of CAM, referred to as shadow
CAM, and writing, reading, and searching both the primary
CAM and the shadow CAM in parallel. The results of
parallel searches of the primary and shadow CAMs are
compared to see if they are identical. If the results are
identical, then the search result is declared valid. Otherwise,
corrective action is initiated.

2. Background

When searching computer memory, the item searched for
is referred to as a comparand. The comparand may be data
or the address for some data. Computer memory is searched
using a comparand to which values in memory are compared
as the search progresses. Content-addressable memory
(CAM) is memory which, when searched with a comparand
consisting of data, returns the address in CAM, if any, where
the data of the comparand can be found. CAM is associative,
so addresses of segments of data may also be found. CAM
is distinct from traditional random access memory (RAM).
RAM is searched for a comparand that is an address and the
search returns the data found at that address. CAM is a
hardware implementation requiring no software.

CAM is searched for a comparand that is data and CAM
returns an address of that data. More precisely, the CAM
search returns information about the physical location
(herein after “physical address”) of the data in the CAM. A
device called a priority encoder, often integrated with the
CAM, translates that physical address into a logical address
for use by a computer. A priority encoder is needed primarily
because a CAM search may return more than one result
when memory contains more than one copy of the data. The
priority encoder determines which of these multiple results
has priority. Priority encoders may have additional
capabilities, as will be discussed below.

CAM is designed to be searched in parallel: the com-
parand is compared to the data at every address simulta-
neously. Because a search of CAM does not read or write the
data at the searched-for address, and because the search is a
parallel search, CAM searches are very fast. This makes
CAM ideal for search-intensive applications such as
databases, networking, data compression, cache
management, telecommunications switches, routers and
image processing. CAM technology has been known in the
art for over a decade and is shown and described in U.S. Pat.
No. 5,034,919 to Sasai (issued Jul. 23, 1991), the disclosure
of which is hereby incorporated herein by reference.

The disadvantage of a CAM search is that, because the
data is not read or written during the search, some errors go
undetected and uncorrected. For example, if the comparand
does not match any data written into the CAM, but corrupted
data in the CAM does match the comparand, the search will
return the address of the corrupted data. For a further
example, if data otherwise matching the comparand has
been corrupted, the search will return no address. Data
corruption in memory can occur as a result of environmental
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factors. For example, cosmic rays can cause bits in memory
to change state, thereby corrupting the data those bits
represent. This problem is particularly troublesome for sat-
ellite applications. Electrostatic discharge can also corrupt
data. The environmental factors are random. For applica-
tions requiring very high reliability, conventional CAM
technologies present difficulties.

SUMMARY OF THE INVENTION

The present invention uses shadow CAM to improve the
reliability of searching CAM. The shadow CAM is a dupli-
cate of the primary CAM and is read, written, and searched
identically to and in parallel with the primary CAM. After a
search is executed, the search results for the primary and
shadow CAM are compared. It is unlikely that random
environmental influences would corrupt data in the same
place on each of two CAM arrays. If the search results are
identical, then there is a high likelihood that the data is not
corrupted. If the search results are not identical, then some
data is corrupted, and corrective action can be initiated.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other features and advantages of the
invention will be apparent from the following more particu-
lar description of specific embodiments of the invention, as
illustrated in the accompanying drawing, wherein:

FIG. 1 is a process flow diagram representing an embodi-
ment of the present invention;

FIG. 2 is a process flow diagram representing another
embodiment of the present invention;

FIG. 3 is a block diagram of an embodiment of the
apparatus; and

FIG. 4 is a block diagram of another embodiment of the
apparatus.

DESCRIPTION OF EMBODIMENTS OF THE
INVENTION

The process flow 100 of an embodiment of the invention
is illustrated in FIG. 1. The first step is to provide a CAM
and a shadow CAM 105. Each CAM has the capability to be
written to, read from, searched, and to produce an output
from a search. Step 105 includes provision for writing,
reading, and searching the primary CAM and the shadow
CAM in parallel. By definition, the shadow CAM has an
address space with a one-to-one mapping to the address
space of the primary CAM. That is, for each address in the
primary CAM, there is one unique address in the shadow
CAM. In most embodiments, the address space in the
shadow CAM has a one-to-one identity mapping to the
address space in the primary CAM. Thus, for each address
in the primary CAM, there is one identically named address
in the shadow CAM. Non-identity mappings are possible,
but require extra steps. For example, an offset mapping such
as (shadow address=primary address+4) requires the
writing, reading, and later, the priority encoding, to calculate
the mapping function.

Prior to any search being carried out, data to be searched
must be stored 103 in the CAMs. Storage 103 is accom-
plished by writing the data in parallel into the primary and
shadow CAMs. Writing in parallel comprises writing to the
same addresses in each CAM. The desired and usual result
of the parallel writing is to place the data at an available
address in the primary CAM and at the same address in the
shadow CAM. Occasionally, the data will be corrupted in
one of the CAMs due to environmental influences which
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change stored data bits or damage the memory. Normally,
the storage step places a copy of the input data into an
address in the primary CAM and into the same address in the
shadow CAM.

The search begins with the input of the comparand into
the CAMS 102. The comparand is the data that will be
searched for during the search operation. Each CAM has at
least one connection for receiving a comparand. In most
embodiments, the comparand is provided to the CAMs in
parallel. When a CAM receives a comparand comprised of
data as its input, it performs a search 104, 106 to see if the
data of the comparand is stored within the CAM array and,
if the data is found within the CAM array, provide a physical
address of the found data as an output. A physical address is
an indicator of the physical location of the data in the CAM
array. Shadow CAM internal processes are the same as
primary CAM internal processes. Note that there are two
levels of parallel activity involved in a search. At a first
level, the primary and shadow CAMs are being searched 104
and 106 in parallel to each other. At a second level, the
memory inside each CAM is being searched for the com-
parand in a parallel manner. That is, every address within
each CAM is searched for the comparand at the same time.
When searches 104 and 106 are executed in parallel within
the CAMs, identical physical addresses should be returned
by the primary and shadow CAMs. For non-identity
mappings, the physical addresses will be equivalent rather
than identical. Equivalent physical addresses will be trans-
lated into identical logical addresses in the priority encoding
steps 110 and 112. The physical addresses returned by the
searches 104 and 106 may be the highest priority physical
addresses containing matching data. In one embodiment,
highest priority may mean the physical address nearest a
designated end of a CAM array. In another embodiment,
highest priority may mean the physical address farthest from
that same designated end of a CAM array. Those skilled in
the art will appreciate that other priority schemes may be
implemented. The physical addresses are regarded as the
search results unless priority encoding is used.

It is possible to use only part of a CAM array with its
associated read, write, and search processes. For example, if
a portion of a CAM array becomes defective, it can be
marked invalid, and the remainder of the CAM may still be
used. Using a similar method, a user can elect to use a
particular portion of a primary CAM and to shadow only that
portion with a portion of shadow CAM. In a particular
embodiment, at least a portion of the addresses in the
primary CAM has a one-to-one mapping to at least an
equivalent portion of the addresses in the shadow CAM. The
mapping may be an offset or other function.

An offset mapping would equate an address in shadow
CAM with the address in primary CAM plus or minus a
fixed offset. The reading, writing, and searching steps act in
a parallel manner across a non-identity one-to-one mapping.
For a variation of this embodiment, compensation for the
mapping function takes place in the priority encoding steps
110 and 112. For example, in a non-identity mapping of
Shadow physical address=Primary physical address+1, data
stored 103 at physical address 0001 (binary) in the primary
CAM would also be stored 103 at physical address 0010
(binary) in the shadow CAM. In this example, the writing
step 103 takes the mapping into account when writing the
data. If the data is ever read from the shadow CAM, the
mapping would have to be taken into consideration. When a
search is conducted for that data, the comparison of the
addresses must again take the mapping into consideration.
The mapping may be compensated for during priority
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encoding 110 and 112 or in a separate dedicated step. In the
non-identity mapping example, compensation for the non-
identity mapping comprises subtracting one from the
shadow physical address. Processes 100 with mappings
other than one-to-one identity mapping require more steps
than processes 100 with one-to-one identity mappings and
so are appropriate in only a limited number of applications
where sequential environmental degradations of the CAM
arrays are expected to limit system life.

Referring again to FIG. 1, in an embodiment of the
invention, priority encoding 110 and 112 is used to translate
physical addresses into logical addresses. Logical addresses
allow processes outside of the shadow CAM process 100 to
refer to the location of the data in the CAMs. For example,
logical addresses can be referred to in software. Priority
encoding 110 and 112 receives physical addresses as inputs
and produces logical addresses as outputs. As discussed
above, priority encoding 110 and 112 may include compen-
sating for a non-identity mapping in the translations from
physical addresses to logical addresses.

The next step 116 is to determine if the addresses are
identical. The comparison 116 may be a bitwise comparison.
If the data matching the comparand is uncorrupted, it is most
likely that the addresses will be identical. In that case, a valid
search result is reported 114. If the addresses are not
identical, then some data has been corrupted and corrective
action 118 is taken. The corrupted data is not necessarily the
data searched for. For example, data on one CAM array at
a higher-priority address than the searched-for data may
have been corrupted into matching the comparand, rather
than data at the correct address being corrupted into not
matching the comparand. Given a search result mismatch,
corrective action 118 is taken prior to making another search
attempt 102. Corrective action 118 may include rewriting
data into the CAM arrays or marking at least one of the
returned addresses as invalid in both CAM arrays. Note that,
for embodiments using a one-to-one identity mapping, an
address marked as invalid must be marked invalid in both
CAM arrays. Depending on the flexibility of a non-identity
mapping in embodiments using such mappings, it may be
possible to mark an address as invalid in one CAM and
change the address mapping to work around that invalid
address. Those skilled in the art will see that a variety of
corrective action options may be used. For example, data
may be rewritten in larger blocks than the returned addresses
would normally address. For a further example, the rewrit-
ing strategy may call for rewriting all the data into physical
addresses immediately surrounding the physical addresses
containing the corrupted data, regardless of the logical
addresses, against the possibility that an environmental
event has corrupted data within a physical area, rather than
just at a logical address.

In another embodiment of the process, as illustrated in
FIG. 2, two corrective action steps 216 and 218 are imple-
mented as alternatives. Such an approach may be appropri-
ate where the trusted data source is a communications
channel with limited availability. The process begins with
providing the primary CAM array loaded with data to be
searched 202. Next, or simultaneously, the shadow CAM
array is provided 204, with data written into it in parallel
with the data written into the primary CAM array 202. Next,
the parallel search 206 is conducted. The results are com-
pared 208 and, if they are identical, a valid result is reported
212. If the results are not identical, the availability of a
trusted data source is determined 214. If such a source exists,
the data at each of the addresses returned by the search is
rewritten from the trusted source 216 into each CAM and the
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search is repeated 206. Notice that, for a one-to-one identity
mapping, the rewrite includes four addresses: each of two
addresses in each of two CAMs. If no trusted data source is
available, at least one address in each CAM is marked as
invalid 218 and the search is repeated 206. Those skilled in
the art will see that the mismatch logic, as illustrated, is a
potentially infinite loop and those skilled in the art will
include known precautions to prevent infinite looping.

An embodiment of the apparatus is illustrated by block
diagram in FIG. 3. Each CAM array 304 and 306 has data
connections for writing, reading, and searching. The writing
connection is used for storing data in the CAM arrays 304
and 306. For writing, the CAMs are connected to at least one
source of data. The connection may be a data bus, as is
known in the art, and that data bus may also be connected
to a plurality of data sources. The writing connection may
also be a direct or integral connection as are known in the
art. In the embodiment of FIG. 3, the writing connection
comprises a parallel connection configured to write the same
data to the same address in each CAM array 304 and 306.
In embodiments using non-identity mappings, the writing
connection is configured to write the data written in the
primary CAM to the equivalent address in the shadow CAM
array. The equivalent address is the one designated by the
mapping function. In most embodiments, CAM 304 and
CAM 306 are written to simultaneously. In practice, “simul-
taneous” refers to events occurring on the same clock cycle
or within a few clock cycles of each other. There is no
absolute requirement for simultaneity.

The reading connection is used to allow other components
of a computer or system to extract copies of data stored in
the CAM arrays 304 and 306. For reading, the CAMs 304
and 306 are connected to a data sink. “Data sink” is a generic
term for a component which uses data read from the CAMs
304 and 306. The connection may be a data bus, integral, or
direct connection as are known in the art. In the embodiment
of FIG. 3, the reading connection comprises a parallel
connection which reads (ideally) the same data from the
same addresses in each CAM array 304 and 306. In most
embodiments, CAM array 304 and CAM array 306 are read
simultaneously.

The searching connection is used to input the comparand
302 into the CAM arrays 304 and 306 and initiate the search.
The searching connection comprises a parallel connection
from the comparand input source to the CAM arrays 304 and
306. The comparand input source is the circuit, component,
system or computer using the present invention to store and
retrieve data. Once the comparand 302 has been received by
the CAM arrays 304 and 306, the search is carried out in a
parallel fashion within the CAM array 304 or 306, respec-
tively. In the embodiment shown in FIG. 3, the searching
within CAM array 304 and the searching within CAM array
306 take place simultaneously. In practice, “simultaneously™
may comprise a difference of a number of clock cycles or
may be simultaneous within the accuracy limit of a system
clock or oscillator. When the searches are complete, each
CAM array 304 and 306 will produce as output the highest
priority physical address 324 or 326 of the data stored in
each CAM array 304 and 306, which data matches the data
in the comparand 302. If the data is uncorrupted, both
physical addresses 324 and 326 will be identical or differ
only by a predetermined function.

Each CAM array 304 and 306 has an output that may be
connected to a priority encoder 310 or 312. The priority
encoders 310 and 312 receive the physical addresses 324
and 326 from the CAM arrays 304 or 306 and produce
unique logical addresses 328 and 330 to represent the
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physical addresses 324 and 326, respectively. In embodi-
ments using priority encoders 310 and 312, logical addresses
328 and 330 are referred to collectively as the “search
results.” In an embodiment, the logical addresses 328 and
330 are the highest priority addresses from their respective
searches. In another embodiment, priority encoders 310 and
312 are not used. For example, a shadow CAM device 300
used as a translation look-aside buffer (TLB) may require no
priority encoders 310 and 312. In a TLB, the data stored in
CAM is itself an address, and the address returned from the
CAM 300 corresponds to data in another memory (perhaps
RAM). Thus, a TLB can be used to translate between virtual
and physical addresses.

The outputs of the priority encoders 310 and 312 are
connected to the inputs of the comparison circuitry 316. In
an embodiment, when comparison 316 of the search results
328 and 330 does not result in a match 340, corrective action
may be initiated. The comparison circuitry 316 has an output
connected to the input of the correction logic 318.

In the event of a mismatch of search results 328 and 330,
correction logic 318 accepts the mismatched addresses 328
and 330 as input, corrects or avoids the problem, and restarts
the search for the comparand 302. For example, data may be
rewritten in parallel from a trusted data source into each of
the CAM arrays at each of the mismatched physical
addresses 324 and 326. Rewriting the correct data into each
returned physical address 324 and 326 on each CAM array
304 and 306 solves both the corrupted-into-matching and the
corrupted-into-mismatching cases. In another embodiment,
a block of data within the CAM arrays 304 or 306 may be
associated with each possible address 328 and 330 and the
data blocks containing the logical addresses 328 and 330
may be rewritten within each CAM array 304 and 306. In yet
another embodiment, corrective action may comprise mark-
ing at least one of the mismatched physical addresses 324
and 326 within each of the CAMs 304 and 306 as invalid
addresses.

If the comparison circuitry 316 determines that the
addresses 328 and 330 arc identical 342, then the search
results 328 and 330 are reported as valid 314 and the address
328 or 330 is sent to the output of the shadow CAM device
300. In the embodiment of FIG. 3, if no matching data is
found in either CAM, the search results 328 and 330 are
identical null addresses which produce a valid output 314
showing no data has been found.

Another embodiment of the apparatus 400 is shown in
FIG. 4. FIG. 4 is numbered using the two least significant
digits from similar components in FIG. 3. The reading and
writing connections have been omitted from the drawing of
FIG. 4 but are present in the embodiment. The priority
encoders 410 and 412 receive the physical addresses 424
and 426 and additionally generate a signal to indicate
whether a match to comparand 402 has been found. The
finding of a match to the comparand 402 in the data of the
CAM arrays 404 and 406 is referred to as a “hit”, and the
signal indicating a hit is referred to as the “hit signal.” Hit
signals may be single bits of data, making their comparison
and processing very fast. The circuitry for comparing search
results 416 is slower, and need not be used in cases where
the search does not produce a hit from each CAM array 404
and 406.

The connections conducting the hit signals from the
priority encoders are connected to a logic circuit 450, which
can be as simple as an AND gate, which determines if two
hits have occurred. The output of the logic circuit 450 is
connected to data enable gates 454 and 456. If two hits have






